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Key Features

Design and build an extendable penetration testing lab with wireless access suitable for home and●

enterprise use
Fill the lab with various components and customize them according to your own needs and skill level●

Secure your lab from unauthorized access and external attacks●

Book Description

Starting with the basics of wireless networking and its associated risks, we will guide you through the stages
of creating a penetration testing lab with wireless access and preparing your wireless penetration testing
machine.

This book will guide you through configuring hardware and virtual network devices, filling the lab network
with applications and security solutions, and making it look and work like a real enterprise network. The
resulting lab protected with WPA-Enterprise will let you practice most of the attack techniques used in
penetration testing projects. Along with a review of penetration testing frameworks, this book is also a
detailed manual on preparing a platform for wireless penetration testing. By the end of this book, you will be
at the point when you can practice, and research without worrying about your lab environment for every task.

What you will learn

Determine your needs and choose the appropriate lab components for them●

Build a virtual or hardware lab network●

Imitate an enterprise network and prepare intentionally vulnerable software and services●

Secure wired and wireless access to your lab●

Choose a penetration testing framework according to your needs●

Arm your own wireless hacking platform●

Get to know the methods to create a strong defense mechanism for your system●

About the Author

Vyacheslav Fadyushin (CISA, CEH, PCI ASV) is a security consultant and a penetration tester with more
than 9 years of professional experience and a diverse background in various aspects of information security.

His main points of interest and fields of expertise are ethical hacking and penetration testing, infrastructure
and application security, mobile security, and information security management.

He is also an author of the book, Penetration Testing: Setting Up a Test Lab How-to, published by Packt
Publishing in 2013.

Andrey Popov is a security consultant and penetration tester with rich professional experience and a diverse
background in infrastructure and application security, information security management, and ethical hacking.
He has been working for a market-leading company along with another security professional since 2007.
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From reader reviews:

Billie Brown:

Do you have favorite book? In case you have, what is your favorite's book? Publication is very important
thing for us to find out everything in the world. Each guide has different aim or goal; it means that book has
different type. Some people sense enjoy to spend their time for you to read a book. These are reading
whatever they get because their hobby is actually reading a book. Consider the person who don't like
studying a book? Sometime, man or woman feel need book once they found difficult problem or even
exercise. Well, probably you should have this Building a Pentesting Lab for Wireless Networks.

Anne Shibata:

As people who live in the modest era should be update about what going on or information even knowledge
to make all of them keep up with the era that is always change and progress. Some of you maybe can update
themselves by looking at books. It is a good choice for yourself but the problems coming to anyone is you
don't know which one you should start with. This Building a Pentesting Lab for Wireless Networks is our
recommendation to cause you to keep up with the world. Why, as this book serves what you want and need
in this era.

John Ray:

A lot of people always spent their free time to vacation or even go to the outside with them friends and
family or their friend. Do you realize? Many a lot of people spent that they free time just watching TV, or
playing video games all day long. If you wish to try to find a new activity that's look different you can read
the book. It is really fun in your case. If you enjoy the book that you simply read you can spent all day every
day to reading a reserve. The book Building a Pentesting Lab for Wireless Networks it is very good to read.
There are a lot of people that recommended this book. We were holding enjoying reading this book. If you
did not have enough space to create this book you can buy the particular e-book. You can m0ore easily to
read this book from your smart phone. The price is not to fund but this book possesses high quality.

Ann Walsh:

You may spend your free time you just read this book this book. This Building a Pentesting Lab for Wireless
Networks is simple to deliver you can read it in the recreation area, in the beach, train as well as soon. If you
did not include much space to bring often the printed book, you can buy often the e-book. It is make you
quicker to read it. You can save typically the book in your smart phone. So there are a lot of benefits that you
will get when you buy this book.
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